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[bookmark: _Toc227728696]Guide to Microsoft Certificates Management Pack for System Center Operations Manager
This guide is based on version 2.0.0.1  of the Microsoft Certificates Management Pack.
[bookmark: _Toc1845721831]Change history.
	Release Date
	Changes

	May 2023
	· Multi-Selection of Computer groups and Stores is enabled in administration workspace where now users can select multiple groups and stores which they want to monitor and add at once instead of adding individual items.
· Single Issuer filter is provided instead of adding multiple issuers. It is like the Subject filter, here users can include or exclude certificates based on issuers by providing one or multiple issuer names Include/Exclude issuers field separated by pipe (|) symbol.
· Certificates Chain Verification flags option is enabled.



	January 2023
	· GA release of this management pack.

	Nov 2022
	· Store and Certificate discoveries disabled by default. The administration workspace will have the option to choose a set of stores from built-in MMC stores and an option to add other stores if they want to Monitor
After saving admin configuration, Store discovery will be enabled only for selected monitoring group and selected stores. Certificate discovery will be enabled and will target Store instead of Windows Computer
· Store discovery event monitor changed to a rule and only Warning alert will be generated, and it will not change target health state.
· In Issuer configuration we have the option to specify issuer regex, which will enable certificate discovery to filter certificates issued from exclusive issuers. There is a way to provide a negative regex which will filter the specific issuer completely.
· Server Name filed added Store state view
· Server Name and Store Details are shown in all Certificate state views
Server Name and Store name are showing in Certificate alert context

	Aug, 2022
	Original (CTP) release of this management pack.



[bookmark: _Toc2049610353]Supported configurations
Microsoft Certificates Management Pack for System Center Operations Manager is designed for the following versions of System Center Operations Manager:
· System Center Operations Manager 2019
· System Center Operations Manager 2022

[bookmark: _Hlk63255626]The Operations Manager Console used to configure the management pack requires .NET Framework 4.7.2 or higher.

The Operations Manager Agent used to run the management pack workflows requires .NET Framework 4.7.2 or higher.

[bookmark: _Toc1615020013][bookmark: _Toc314494373][bookmark: _Toc314506985]Agent configuration
The Microsoft Certificates Management Pack runs discovery workflows on Operations Manager agents to discover the certificates and stores on each selected Windows computer. Multiple Windows computers will usually have many of the same certificates on each computer7. To minimize storage requirements in Operations Manager and avoid redundant alerts, duplicate certificates are only stored once. The downside of this is that Operations Manager views this as submitting data on behalf of another computer. If agent proxying is not enabled, alerts will be raised.
The agent configuration has the following requirements:
· Agent proxying must be enabled. Enabling proxying by default is now recommended. See Enable proxy as a default setting in SCOM by Kevin Holman for details. Proxying can also be enabled using the PowerShell Enable-SCOMAgentProxy cmdlet (see Example 2 on that page to enable all).
· The Operations Manager Agent used to run the management pack workflows requires .NET Framework 4.7.2 or higher.

[bookmark: _Toc1182536421]Files in this Management Pack
This release includes the following files:
	File
	Description

	Microsoft.Certificates.mpb
	This management pack can be used to monitor certificates on Windows computers. 

	Microsoft Certificates MP Operations Guide.docx
	This document provides guidance to configuration and usage of Microsoft Certificates Management Pack for System Center Operations Manager

	
	

	Microsoft.Certificates.Overrides.xml
Microsoft Certificates Overrides
	Automatically created on the management server as needed.



In addition, after the management pack is installed and configured, an override management pack will be automatically created to store settings used by the Microsoft Certificates Management Pack.
[bookmark: _Toc314506983][bookmark: _Toc793194415]Getting started
[bookmark: _Toc314494375][bookmark: _Toc314506987]Microsoft Certificates Management Pack can be used to:
1. Configure the MP in the Operations Manager Console Administration workspace.
2. Discover certificate stores on selected groups of computers.
3. Collect certificates and certificate revocation lists (CRLs) from selected stores.
4. Filter collected certificates (include and/or exclude) by Certificate Name (Subject)and/or Issuer Name.
5. Monitor certificates for expiration, with per issuer settings.
6. Provide views and HTML dashboards to report on the status of certificates.
7. Provide views and HTML dashboards to report on CRLs and revoked certificates.
[bookmark: _Toc154719122]Installing the Management Pack
To begin with, the Microsoft Certificates Management Pack needs to be downloaded and installed on a system so the management pack files can be accessed. Log in as a local Administrator, locate the Microsoft Certificates Management Pack which was downloaded then double-click the following file:
Microsoft System Center Management Pack for Microsoft Certificates.msi
· The End User License Agreement will be displayed. Review the agreement and click on I Agree to continue.
· Next select the location where the management pack files will be placed.
· Click OK to continue.
The installation of the Microsoft Certificates Management Pack will proceed, and the management pack will be copied to the installation location selected above.
[bookmark: _Toc708346291]Importing the Management Pack
For general information about importing a management pack, see How to Import a Management Pack
Follow these steps to import the management pack into your Operations Manager environment:
1. Log on to the computer with an account that is a member of the Operations Manager Administrators role for the Operations Manager management group.
2. In the Operations Manager Console, click Administration.
3. Right-click the Management Packs node, and then click Import Management Packs.
4. The Import Management Packs wizard opens. Click Add, and then click Add from disk.
5. The Select Management Packs to Import dialog box appears. Select the management pack files created in the Installing the Management Pack step above the click Open.
6. On the Select Management Packs page, verify the management pack that you selected for import is correct, then click Import.
7. The Import Management Packs page appears and shows the import progress. If problems occur, select the management pack to view the status details. When done click Close.
8. Note: If the Microsoft Certificates item in the Administration workspace had previously been opened, then old versions of the assemblies will still be in use. Restart the Operation Manager Console.
The management pack is sealed; therefore, you cannot save any changes of the original settings in the management pack file itself. However, when you customize the management pack for your environment, a new override management pack will be created.
Creating a new management pack for storing overrides has the following advantages:
· It simplifies the process of exporting customizations that have already been created in your test and pre-production environments to your production environment. For example, instead of exporting the default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.
· It allows you to delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.
· It is easier to track and update customizations to individual management packs.
For more information about sealed and unsealed management packs, management pack customizations and the default management pack, see What is in an Operations Manager Management Pack?
[bookmark: _Toc1045731540]Upgrading from Microsoft Certificate MP Version 1.0.68.2
Upgrading from version 10.1.68.0 or earlier of the Microsoft Certificate MP requires only a single simple manual step. 
After importing the upgraded version, delete the previous existing Microsoft Certificates Overrides MP from the installed management packs under Administration and reconfigure the MP using admin workspace to generate new overrides MP.
[bookmark: Configuring][bookmark: Managing_Office_365_Subscriptions][bookmark: Manage_Microsoft_365_subscriptions][bookmark: Secret][bookmark: _Toc1338957731]How Microsoft Certificates MP Works
As soon as the MP is installed, To begin monitoring, the Microsoft Certificates MP must be configured after installation (by default no computer groups and no certificate stores are being monitored). When the Microsoft Certificates configuration page is displayed in the Administration workspace, administrators will have the ability to have the option to choose a set of stores from built-in MMC stores and also an option to add Other stores if they want to. Monitor After saving admin configuration, Store discovery will be enabled only for selected monitoring group and selected stores. Certificate discovery will be enabled and will target Store.
To begin monitoring, the Microsoft Certificates MP must be configured after installation (by default no computer groups and no certificate stores are being monitored). When the Microsoft Certificates configuration page is displayed in the Administration workspace, administrators will have the ability to select the following:
1) Which groups of computers to monitor
2) Which certificate stores to monitor
3) Which certificate names (subjects) and/or Issuer name to include in monitoring
4) Which certificate names (subjects) and/or Issuer name to exclude from monitoring
5) The warning and critical thresholds (in days) for certificate expiration
6) The critical threshold (in days) for CRL updates
7) Which certificate chain verification flags should be used.
At least one computers group and at least one certificates store must be selected for a valid configuration. Once the Configuration page is updated and the Save button is selected, the settings will be saved to an override management pack as overrides to the certificate discovery. The certificate discovery is normally disabled, and selecting groups of computers to monitor creates overrides to enable the discovery for those groups.	
Once the discovery is enabled, it may take up to 6 hours for the discovery to run. Once the certificates have been discovered it could also take another 6 hours for all the monitors to run. Group population will occur very shortly after discoveries run. These frequencies were chosen to minimize the workload on your Operations Manager environment. Also, because the thresholds are all specified in units of days, and will often be giving warning several months in advance. But they do make the initial population slower. If desired overrides could be applied to the discoveries and monitors to increase the frequencies (but are not advised for the long-term usage).
[bookmark: _Toc1947309401]Configuring the Microsoft Certificates Management Pack
This section will describe the various steps required to configure the Microsoft Certificates Management Pack to begin monitoring your Microsoft Certificates environment. The first step to using the Microsoft Certificates Management Pack is to configure the management pack using the Operations Manager Console.
To configure the Microsoft Certificates Management Pack, start the Operations Manager console and select the Administration workspace. Next click the Microsoft Certificates menu item. The configuration page will be displayed after a short delay.
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The configuration page will be populated with the settings currently stored in the overrides management pack (if any). Users may update the configured settings and then click the Save button, which will save the updated settings back to the overrides management pack (creating it, if needed). If the changes are not to be saved, clicking the Cancel button will discard the changes and reinitialize the configuration page with the current settings (from the override management pack).
[bookmark: _Toc1075656997]Specifying Groups of Computers to Monitor
The list of computer groups is displayed, and any selected groups will be checked.
[image: Graphical user interface, text, application

Description automatically generated]
Groups that are checked will have all computers in those groups monitored. Unchecked groups will not be monitored (but as computers can exist in more than one group, they may still be monitored by other selected groups).
Note :  the list of computer groups are from seal Management Pack (.MP), manually created groups on SCOM console are in the form of xml management pack (.xml) , convert that generated Management pack (.xml) to seal management pack (.mp). and install that seal mp then your custom newly created groups will be listed.
The View Computers button can be selected to see a list of the computers in the selected (highlighted) group.
[image: Graphical user interface, text, application, email

Description automatically generated]

[bookmark: _Toc1883756918]Specifying Certificate Stores to Monitor
The list of certificate stores is displayed, and any selected stores will be checked.

[image: Graphical user interface, application

Description automatically generated]
Stores that are checked will have those stores monitored on all computers with those stores. Unchecked stores will not be monitored.
[bookmark: _Toc2074387093]Specifying Certificate Names (Subjects) to Include/Exclude
There may be certificates which users will wish to include or exclude from discovery (and monitoring) based on the Certificate Name (Subject). The configuration page allows administrators to specify regular expressions which must be matched for a certificate to be monitored and a separate regular expression to specify which certificates to exclude.
[image: ]
If the default values (empty) are used, all certificates will be included, and none will be excluded. A certificate must be included before it can be excluded (so it is possible to include all Microsoft certificates, but exclude certificates for Microsoft Exchange). Regular expressions allow a great degree of flexibility in these rules, but are not trivial to learn. While explaining regular expressions is beyond the scope of this document, the following link may be helpful.
[bookmark: _Toc400306113]Specifying Issuer Name to Include/Exclude
There may be certificates which users will wish to include or exclude from discovery (and monitoring) based on the Issuer Name. The configuration page allows administrators to specify regular expressions which must be matched for a certificate to be monitored and a separate regular expression to specify which certificates to exclude.[image: ]
If the default values (empty) are used, all certificates will be included, and none will be excluded. A certificate must be included before it can be excluded (so it is possible to include all Microsoft certificates but exclude certificates for Microsoft Exchange). Regular expressions allow a great degree of flexibility in these rules but are not trivial to learn. While explaining regular expressions is beyond the scope of this document, the following link may be helpful.

Regular Expression Language - Quick Reference
[bookmark: _Toc996386193]Specifying  Thresholds
Threshold values for expiring certificates and CRL updates can be specified in given threshold textboxes.
Default values will be used if no other thresholds are specified.
 . 
[image: ]


The certificate chain verification flags which are checked will be specified when verifying the certificate and can be used if required. See the following page for details on the individual flags.X509VerificationFlags Enum
Click the Save button to save the current settings to the override management pack.
[bookmark: _Toc179088641]Management Pack Contents
This section describes the contents of the Microsoft Certificates Management Pack.
This management pack defines the following classes:
· About To Expire Certificates Group
· Expired Certificates Group
· Intermediate Certification Authorities (CA) Certificates Group
· Invalid Certificates Group
· Local NonRemovable Store Certificates Group
· Microsoft Certificates Certificate
· Microsoft Certificates Certificate Revocation List
· Microsoft Certificates Group
· Microsoft Certificates Issuer
· Microsoft Certificates Revoked Certificate
· Microsoft Certificates Store
· Microsoft Certificates Store Certificate
· Microsoft Certificates Store Certificate Revocation List
· Other Stores Group
· Personal (My) Store Certificates Group
· Third-Party Root Certification Authorities (AuthRoot) Certificates Group
· Trusted Publishers Certificates Group
· Trusted Root Certificate Authorities (Root) Certificates Group
This management pack defines the following relationships:
· Microsoft Certificates CRL Contains Revoked Certificate
· Microsoft Certificates Store Contains Certificate Relationship
· Microsoft Certificates Store Contains Certificate Revocation List Relationship
· Windows Computer Hosts Certificate Store


[bookmark: _Toc1647620934]Management Pack Elements
The following section describes monitoring workflows provided by Microsoft Certificates Management Pack.
[bookmark: _Toc1468242094]Management Pack Discoveries
	Display Name
	Description

	Certificates Discovery
	Discovers certificates.

	Stores Discovery
	Discovers items such as certificate store locations, names, and issuers.

	About to expire certificates Discovery
	Discovers certificates that are about to expire.

	Expired certificates Discovery
	Discovers certificates that have expired.

	Invalid certificates Discovery
	Discovers certificates that were not expired but found invalid.

	Local NonRemovable Store certificates Discovery
	Discovers certificates from Local NonRemovable Certificates Store.

	Microsoft Certificates Group Discovery
	Discovers all the groups of Microsoft Certificates Monitoring Management Pack.

	Other stores certificates discovery
	Discovers certificates from stores other than the predefined stores.

	Third-Party Root Certification Authorities(AuthRoot) certificates Discovery
	Discovers certificates from Third-Party Root Certification Authorities (AuthRoot) Store.

	Trusted Publishers certificates Discovery
	Discovers certificates from Trusted Publishers Store.

	Intermediate Certification Authorities (CA) certificates Discovery
	Discovers certificates from Intermediate Certification Authorities Store.

	Personal (My) certificates Discovery
	Discovers certificates from Personal Store.

	Trusted Root Certificate Authorities (CA) certificates Discovery
	Discovers certificates from Trusted Root Certificate Authorities Store.



Overridable Parameters
Many discoveries have common overridable parameters. The table below lists those overridable parameters along with a description of their purpose.
	Display Name
	Description

	Interval (seconds)
	Specifies the frequency at which the rules or monitors will be run.

	Synchronization Time
	The synchronization time specified by using a 24-hour format (hhmm).

	Store Discovery
	

	StoreNames
	The names of all stores to be included for certificate discovery, each separated by a ";" character.

	Certificates Discovery
	

	SubjectIncludeRegex
	The regular expression used to match a certificate’s Subject for inclusion.

	SubjectExcludeRegex
	The regular expression used to match a certificate’s Subject for exclusion.

	IssuerIncludeRegex
	The regular expression used to match a certificate’s issuer for inclusion.

	IssuerExcludeRegex
	The regular expression used to match a certificate’s issuer for exclusion.

	CertificateWarningThreshold
	Specify the number of days a certificate can expire before a warning alert is raised.

	CertificateCriticalThreshold
	Specify the number of days a certificate can expire before a critical alert is raised.

	CRLUpdateThreshold
	Specify the number of days a CRL can be out of date before an alert is raised.

	VerificationFlags
	Verification flags if checked are verified at the time of certificate chain validation.

	
	



[bookmark: _Toc181976858]Management Pack Monitors
	Display Name
	Description

	Microsoft Certificates Store Dependency Monitor Availability
	This availability dependency monitor rolls up certificate availability health to the store.

	Certificate Chain Monitor
	This monitor determines the state of a certificate chain and generates alerts if the certificate chain is invalid or unhealthy.

	Certificate Expiry Monitor
	This monitor determines the expiry state of a certificate and generates alerts if the certificate is about to expire or expired.

	Certificate Revocation List Update Monitor
	This monitor determines if a certificate revocation list has been updated within the number of days determined by the set threshold. If not, an alert is generated.

	Certificate Store Discovery Rule
	The Rule is an event rule. It checks if the certificate discoveries run correctly. Warning alert will be generated, and it will not change target health state



Overridable Parameters
Many monitors have common overridable parameters. The table below lists those overridable parameters along with a description of their purpose.
	Display Name
	Description

	Interval (seconds)
	Specifies the frequency at which the rules or monitors will be run.

	Timeout (seconds)
	Specifies the time the workflow is allowed to run before being closed and marked as failed.

	Match Count
	Specifies the number of failures that must occur before an alert is raised.

	Sample Count
	Specifies the number of samples that should be considered for Match Count.

	Synchronization Time
	The synchronization time specified by using a 24-hour format (hhmm).

	Threshold (days)
	The number of days a CRL can be out of date before an alert is raised.




[bookmark: _Toc1622866014]Microsoft Certificates Monitoring Dashboards
The Microsoft Certificates Management Pack includes several dashboards designed to provide insights into the state of certificates within the organization. Dashboards are accessible via the Operations Manager console and there is an additional HTML5 dashboard which is accessible via the Operations Manager web console.
The following table lists the dashboards available in the Microsoft Certificates Management Pack. To access these dashboards, navigate to the Microsoft Certificates folder in the Monitoring workspace.
	Report Name
	Description

	Active Alerts
	Active Alerts view displays the cumulative list of all alerts raised by the Microsoft Certificates management pack.

	Certificate Revocation Lists
	Displays a list of CRLs and their state.

	Certificates Dashboard
(Web Console only)
	Displays HTML5 dashboard with status of certificates and CRLs, validity and expiration counts, as well as tables alerts, expiring certificates, CRLs, and certificate stores.

	Stores
	Displays a list Certificate Stores and their state, with the name of the Store and the Location.



[bookmark: _Toc1242101873]Certificates Folder
	Report Name
	Description

	About to Expire Certificates
	This report shows the list of certificates which will expire soon, with their state and properties (see the Expiration Date property).

	All Certificates
	This report shows the list of all certificates, with their state and properties.

	Expired Certificates
	This report shows the list of expired certificates, with their state and properties (see the Expiration Date property).

	Invalid Certificates
	This report shows the list of invalid certificates, with their state and properties (see the Summary property).



[bookmark: _Toc690967380]Store Certificates Folder
	Report Name
	Description

	Intermediate Certification Authorities (CA)
	This report shows the certificates in the Intermediate Certification Authorities (CA) stores, with their state and properties.

	Local NonRemovable Certificates
	This report shows the certificates in the Local NonRemovable Certificates stores, with their state and properties.

	Other Stores
	This report shows the certificates in stores other than those with separate reports, with their state and properties.

	Personal (My)
	This report shows the certificates in the Personal (My) stores, with their state and properties.

	Third-Party Root Certification Authorities (AuthRoot)
	This report shows the certificates in the Third-Party Root Certification Authorities (AuthRoot) stores, with their state and properties.

	Trusted Publishers
	This report shows the certificates in the Trusted Publishers stores, with their state and properties.

	Trusted Root Certification Authorities (Root)
	This report shows the certificates in the Trusted Root Certification Authorities (Root) stores, with their state and properties.




[bookmark: _Toc422316074][bookmark: _Toc1121126796]Appendix: Known Issues

This section will be updated as product issues are encountered.
Certificate chain verification flag scenario might not work properly, this will be fixed in next version of this MP release cycle.
The stores discovered from the agent machines remain in not monitored state on the Stores View under Monitoring Workspace. This behavior of the mp is by design. This doesn’t affect the monitoring of the certificates from these stores.



[bookmark: _Toc1100231595]Appendix: Event Log Entries
The management pack may log one or more of these events in the local Event Log in the Operations Manager section.

	MP Element
	Event ID

	Certificate Revocation List Update Monitor
	6660

	Certificate Expiry Monitor
	6661

	Certificate Chain Monitor
	6662

	Stores Discovery
	6666

	Certificates Discovery
	6667

	(Failed to open Store during monitoring)
	6668
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